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Abstract—The AEC (Architecture Engineering and Construction) sector is a highly fragmented, data intensive, project based
industry, involving a number or very different professions and organisations. The industry’s strong data sharing and processing
requirements means that the management of building data is complex and challenging. We present a data sharing capability utilising
Cloud Computing, with two key contributions: 1) a governance model for building data, based on extensive research and industry
consultation. This governance model describes how individual data artefacts within a building information model relate to each other
and how access to this data is controlled; 2) a prototype implementation of this governance model, utilising the CometCloud
autonomic cloud computing engine, using the Master/Work paradigm. This prototype is able to successfully store and manage
building data, provide security based on a defined policy language and demonstrate scale-out in case of increasing demand or
node failure. Our prototype is evaluated both qualitatively and quantitatively. To enable this evaluation we have integrated our
prototype with the 3D modelling softwareVGoogle Sketchup. We also evaluate the prototype’s performance when scaling to utilise
additional nodes in the Cloud and to determine its performance in case of node failures.

Index Terms—Cloud computing, building information modelling, data management, distributed tuple space
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1 INTRODUCTION

WE present an information governance and access
control model that enables data generated during the

lifecycle of a project within the AEC (Architecture Engi-
neering and Construction) sector to be securely shared via
a cloud computing system and discuss our prototype
implementation of this governance model using the
CometCloud infrastructure described in [25]. Our focus is
on a domain specific information governance model and
we envision the use of both public and private cloud
deployments [27], where private clouds would be used to
execute licensed, proprietary software, and store and
manage project-specific data within data structures specific
to their domain. Public Clouds could be used to support
multiple versions of a software program which can be
deployed and distributed as separate cloud applications.
For example, an energy simulation system can include
daylight simulation, HVAC (heating, ventilation, and air
conditioning) system simulation, air flow simulation
within a building, etc. Similarly, document management
can include the management of contracts, building permits,
purchase orders, regulations, etc. [26], [34].

There are two key contributions presented in this paper:
1) an application case study demonstrating how Cloud
computing can be used to support collaborative working in

the AEC sector, with particular reference to the emerging
Building Information Model (BIM) standard and integra-
tion with 3D open source tools for rendering such
dataVsuch as Google sketchup. We show, in particular,
how a Cloud-based infrastructure can be used to facilitate
coordination between different sites and roles involved in
an AEC project; 2) a Cloud prototype implemented using
the CometCloud system, which enables bridging between
in-house computational infrastructure at participating sites
involved in the AEC project and public Cloud systems,
such as Amazon EC2/S3. A key novelty of this approach is
the ability to use a Cloud system that uses the Linda-like
tuple space model for developing a distributed, shared
‘‘space’’ for exchanging data between participants. Access
control over data maintained in this shared space is
described, based on policy descriptions that are interpreted
by specialist gateway nodes. We demonstrate, in particular,
how our approach to access control makes use of the BIM
standard. We describe an architecture of our system and
report on performance results when using an implemen-
tation of this. Currently, the entire AEC industry is moving
towards adoption of collaborative approaches for informa-
tion management (for instance, due to the UK govern-
ment’s requirement that building information be shared in
a fully collaborative manner for all public projects by 2016
[14]), thereby making the approach proposed in this work
of interest to a wide part of this industry sector.

1.1 Context
Information governance generally consists of policies,
procedures and controls required to manage access to
information at an enterprise level. In the context of this
work, a governance model encompasses many aspects of
access control, security and policy-based management of
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data objects generated during an AEC project. Many
incidents related to cloud security are often framed in the
context of existing Web applications and data-hosting [15]. In
industry related incidents, such issues remain well estab-
lished challenges, e.g. phishing, downtime, data loss, pass-
word weakness and compromised hosts running botnets.

Our governance model is based on Role-based Access
Control (RBAC) policies, enabling dynamic modification of
access rights associated with data objects based on
activities and responsibilities (‘‘roles’’) within a virtual
enterprise, assigned to subjects within the system. Instead
of specifying all possible actions each subject is permitted
to execute, a security policy in RBAC is specified for roles,
while subjects are granted to adopt roles. If a user moves to
a new function within the organisation, the user can simply
be assigned to a new role. RBAC also reuses role specifica-
tions by a form of inheritance whereby one role (often a
manager in the organisation) can inherit the privileges of
another role. Using this approach also enables us to benefit
from the IETF/DMTF ‘‘Policy-based Admission Control
Framework’’ [49], consisting of a Policy Repository, a Policy
Decision Point (PDP) and a Policy Enforcement Point (PEP).
These architectural components can be mapped into our
CometCloud implementation easily.

The problem of data management is currently of critical
importance to the AEC sector. Currently, the entire
construction industry is moving towards adoption of
collaborative approaches for information management,
due to the UK government’s requirement that building
information be shared in a fully collaborative manner for
all public projects by 2016 [14]. There are, however,
significant problems within the AEC industry that must
be overcome in order to support efficient data and
information sharing between sites. In a consultation we
conducted with over 75 industry participants, the follow-
ing key technical limitations were identified [53]:

. Fragmentation of data across design and engineer-
ing teams and then the contractor and Facilities
Management companies.

. Information is not sustained across the lifecycle and
is in continuous danger of being lost due to
company mergers or bankruptcy.

. Access control to data is addressed by commercial
and proprietary solutions that are not compatible
and do not embed the project procurement path and
process dimension.

. Data is not secure even when stored on servers, as
these are managed and controlled by a single
company or at best outsourced to a data centre.

. The network and communication overheads in
using externally sourced virtualized storage.

. Privacy constraints associated with utilizing such
storage for business sensitive data, as viewed by
industry end users.

. Lack of support for data integrity, user authentica-
tion, data security, and access control.

The development of an information governance model
will enable the AEC industry to accelerate its progress
towards this ambitious government target and also provide

significant efficiency savings in process, as, currently,
inadequate information management is one of the key
contributing factors to delays and construction waste [18],
[19] for companies working on the building project.
Although the work presented in this paper is focused on
requirements of the AEC industry, it also has significant
overlaps with collaborative working in other service-
oriented environments. For instance, the document man-
agement and multi-user collaboration identified in
Section 3 has significant overlaps.

This article is structured as follows: Section 2 provides
the background to this work. In Section 3, we describe the
overall governance model, focusing on document types,
relationships between these documents, the overall process
that leads to the generation of these documents and the
access rights needed. A conceptual architecture is then
presented in Section 4, identifying the key services
involved in our system. Section 5 contains a description
of the CometCloud implementation with a prototype
discussed in Sections 6 and 6.1 along with validation and
performance results of use.

2 BACKGROUND

2.1 Building Information Modelling
Construction and Civil engineering are highly regulated,
fragmented, data intensive, project-based industries de-
pendent on a large number of very different professions
and firms, with increasing data sharing and processing
requirements [14], [31], [41], [42]. The process of designing,
re-purposing, constructing and operating a building or
facility involves a large number of disciplines including:
Architecture, Structure, Mechanical & Electrical, Energy
and Sustainability.

Within the industry, project failure has been common
over the past decades and, amongst the notable common
causes of failure is the lack of effective project team
integration across the supply chain [41]. It has been found
that inadequate information management is one of the key
contributing factors to delays and construction waste [18],
[19], [22]. A lack of compatible information systems, de-
facto standards and protocols, and the varying perspec-
tives and requirements of clients and designers limit
effective collaboration [11]. It is therefore necessary to
identify capability that would enable:

1. alternative design proposals to be evaluated with
comparative ease;

2. design artefacts to be modelled in several dimen-
sions, thus eliminating coordination errors and
subsequent expensive changes;

3. enable design data to be fed direct to manufac-
turing environments eliminating unnecessary
intermediaries;

4. provide support for asset management subsequent
to construction.

Moreover, data management across the project lifecycle
and supply chain lacks an overall data management policy
[6], [22]. Various architectural and engineering data sets
relating to a particular project are produced and usually
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stored in [5]: 1) local computers often with limited network
connectivity, persistence and availability; 2) independently
managed, single company-owned document sever(s) where
access is dictated by a company specific policy or by a
charging model; and 3) ad-hoc document archives (e.g.,
Intranet and Web-based document management systems)
in the context of a particular project based on ad-hoc access
policy associated with the project.

In recent years the data collected for the entire life of a
building has become termed a Building Information Model
(BIM) and it is now accepted that a BIM can be defined as
the process of generating and managing data and infor-
mation about a building during its entire life cycle from
concept design to decommissioning [2], [22]. It has also
become accepted that BIM should present the complete
model of the building as a ‘‘phaseless’’ workflow [37], i.e.,
it should be a complete 4D virtual repository of all the data
about the building from its conception through to its
demolition. This means that a BIM does not just include 3D
models of the building structure but also: 1) management
information including work plans and schedules; 2) product
information (or links to product information data) about
all items within the buildingVright down to the level of
internal furnishings; and 3) building performance data
collected by sensors within an operational building (i.e.
heat, CO2 emissions, lighting levels). The UK government
has realized the importance of built environment data and
its strategic role in meeting some of its most pressing
challenges, including the climate change and carbon
reduction agendas [11].

2.2 Comet Cloud
We make use of the CometCloud system due to its
successful deployment in other data sharing scenarios within
the computational finance area [24]. CometCloud uses a
Linda-like tuple space referred to as ‘‘CometSpace’’Vwhich
is implemented using a Peer-2-Peer overlay network. In
this way, a virtual shared space for storing data can be
implemented by aggregating capability of a number of
distributed storage and compute resources. CometCloud
therefore provides a scalable backend deployment plat-
form that can combine resources across a number of
different providers dynamicallyVa key requirement for
an AEC project. The overarching goal of CometCloud is to
realize a virtual computational cloud with resizable com-
puting capability, which integrates local computational
environments and public cloud services on-demand, and
provides abstractions and mechanisms to support a range of
programming paradigms and application requirements.
Specifically, CometCloud enables policy-based autonomic
cloudbridging and cloudbursting. Autonomic cloudbridging
enables on-the-fly integration of local computational envir-
onments (datacenters, Grids) and public cloud services (such
as Amazon EC2 and Eucalyptus), and autonomic cloud-
bursting enables dynamic application scale-out to address
dynamic workloads and spikes in demand. Cloudbridging is
useful when specialist capability available in-house needs to
be integrated with high throughput computation that can be
outsourced to an external cloud provider such as Amazon.
Cloudbursting, on the other hand, enables scale-out of in-
house computation and may not necessarily involve a

change in capability between in-house and outsourced
providers. CometCloud has been shown to be highly scalable
(e.g., integrating over 2500 cores across several HPC systems
and Amazon EC2) in different federation scenarios involving
High Performance Computing (HPC) and Cloud environ-
ments [39].

2.3 BIM Adoption in the AEC Sector
A number of commercial solutions addressing the problem
of BIM data storage have been developed. Commercial BIM
servers are today available, including the Onuma system
(www.onuma.com), Revit Server (www.autodesk.com),
ProjectWise and AssetWise (www.bentley.com), Graphisoft
BIM Server (www.graphisoft.com) and EDMmodelServer
(www.jotne.com). However, these servers often require local
infrastructure and maintenance within the organisation that
is using themVtending to utilise either central (accessible to
all team members over the WAN) or local (accessible to team
members over the LAN) connectivity.

Recently software vendors, such as Bentley Systems and
Autodesk, have begun offering hosted solutions for
building data. Additionally 4Projects (4Projects.com) offer
a specific project collaboration service for the AEC sector
including document and drawing management, contract
management, and procurement management. Many such
projects make use of their own proprietary file formats
(especially in relation to 3D building models). While
import/export functionality to standardised formats exist,
there are still issues with data interoperation, i.e. complete
mapping between different formats is not possible due to
the use of proprietary extensions. In addition to software to
support collaboration within the AEC sector, a number of
semantic resources and information management stan-
dards have been developed for the construction domain.
One of the key developments is the Industry Foundation
Classes (IFC) [2]. The IFCs are becoming a commonly used
form for BIM. They are open data model specifications for
defining building components’ geometry and other phys-
ical properties in a way that enables CAD users to transfer
design data between different software applications [43].
They are intended to provide an authoritative semantic
definition of building elements, their properties and inter-
relationships. Data associated with IFC can include: textual
data, images (such as building schematics); structured
documents, numerical models and designer/project man-
ager annotations [34]. The IFC specification is developed
and maintained by BuildingSmart and has been included in
several ISO standards. The IFC with its standard set of
rules for data storage, data exchange and protocols
provides an ideal framework to manage data related to a
building throughout its lifecycle [44]. As-well as the IFCs,
other developments within the industry include COBie
(Construction Operations Building Information Exchange),
agcXML, and BS1192:2007. COBie is developed as a
standard data specification for structured information
exchange [4].

3 BIM GOVERNANCE MODEL

As outlined in Section 2 the Building Information Model
(BIM) can be viewed as a collection of documents
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generated during the lifecycle of a particular AEC project.
As a project matures, information is progressively added
by participants who engage with the project [29]. Such
information may consist of a 3D model, or may include a
schedule, spreadsheet, database, or text document [30].

The key challenges in this context include the ability to:

1. aggregate documents, related to a particular facet
(such as structural analysis) needed at particular
stages of a AEC project lifecycle;

2. trace back when and who added a feature to a
design;

3. check conformance to the BIM data model;
4. ensure that constraints identified in the design are

not subsequently violated in other parts of the
project lifecycle.

Collectively, we address these challenges as part of an
information governance modelVwhen data is stored over a
CometCloud system. The document abstraction is a key
concept in this work and represents both previously
recorded static data and dynamic output generated
through a software package (such as a CAD program). A
document may include structured, unstructured and
graphical content, simulation output, scheduling and
costing information and a project brief. In our governance
model a document is treated as a view or a ‘‘lens’’ onto BIM
data. This idea of documents as ‘‘lenses’’ can be illustrated
by comparing the information needs of different disci-
plines within a building project. The architect will require
detailed information about all physical aspects of the
building, but not access to detailed structural analysis or
scheduling information used by the project manager.
Conversely, the structural engineer will often require
detailed architectural models in order to perform their
role, however (s)he may not require this information down
to the level of internal furnishings and placement of
individual electrical outlets.

Previous research [16], [31] (and industry consultation)
has identified the following key areas for inclusion in the
governance model:

1. the lifecycle of a AEC project;
2. documents and their relationships,
3. users;
4. the multiple disciplines (as outlined in Section 1)

using the documents;
5. access rights to these documents.

Concepts from these five areas are used to define access
rights for various individuals involved in a building project
through a gateway, which mediates access to a Cloud
environment storing documentsVexplained in more de-
tails in Section 4. In Sections 3.1, 3.2, and 3.3 we look at each
of these issues in more detail and relate them to our Cloud-
based implementation.

3.1 Document Types and Relationships
When using BIM, it is rare for any two documents to be
treated as completely separate entities and many docu-
ments will have relationships with others. Incremental
refinements within our focus groups consultation led to

four types of relationships: versioning, composition, deriva-
tion and concurrency. Each of which have different implica-
tions as to how data within the BIM as a whole is affected
when a new document is added. These are discussed below,
with the variable B used to represent BIM:

No relationship: A new Document Da is added to the
BIM so that: B ¼ B þDa.

Versioning: A new document Db is created, based on an
existing document Da with changes made such that
Db ¼ Da þX � Y where X is the addition and Y the
removal of data from Da.

Derivation: Given that a document Db for use by
discipline j is derived from document Da which was
created for discipline i then Db ¼ fijðDaÞ þX where fij is
function to filter data and X is the new data added.

Composition: New data is added to the BIM model
forming part of an existing document. For example, if the
top level document isDa and each floor within a building is
represented as a document layer Df0 . . .Df3 then
Da ¼ Df0 þDf1 þDf2 þDf3. Each document in the com-
position may possess different access rights.

Concurrency: This relationship models a situation
where two documents are developed in parallel and
illustrates a dependency between the two. In this relation-
ship the contents of the documents are linked such that
Da ¼ X þDb and Db ¼ Y þDa where X and Y are the
actual contents of Da and Db respectively.

These relationships allow us to easily model four of the
most common occurrences within a AEC project:

. When a user (e.g., a structural engineer) begins work
on their design, they will require some of the
information already present in the architects design.
This is the derived from relationship and it allows a
user to create a document that uses some or all of the
information from another document.

. The version of relationship allows us to model the
scenario when changes are made to an existing
document leading to the creation of a new version.
This allows the modelling of complex document
structures that can occur within a construction
project, where several parallel versions may be
developed for experimentation by an architect
before a final version is chosen for full development.

. The composition relationship allows the representa-
tion of a document as a collection i.e. when each
floor of a structure is modelled separately and then
aggregated into a single document.

. The concurrency relationship allows for situations
when two documents are worked on concurrently
and changes in one must be reflected in the other.
An example includes the structural design of a
building where an architect and structural engineer
must work closely together to resolve design
conflicts.

The use of BIM enables better use of the above relation-
ships, primarily due to the structured (model-based) and
standardised nature of the underlying data. Such structure
enables a more effective use of the relationships identified
above. These relationships also provide the basis for

BEACH ET AL.: GOVERNANCE MODEL FOR CLOUD COMPUTING IN BUILDING INFORMATION MANAGEMENT 317



allowing collaboration within the system, i.e., a Structural
Engineer can add relevant information to a new document
based on the work of the architect using the derived from
relationship. Two users working simultaneously on an
existing document (but different parts of the document)
can be modeled with the concurrency relationship, whereas
users working more closely together will be able to
construct (for either later merging or for one version to be
selected as the final version) multiple parallel versions of a
document using the version of relationship.

3.2 Process and Access Rights
In our approach we consider BIM to consist of a series of
stages, at the end of which there is a gate, identifying a set of
either mandatory or optional requirements such as the
presence of data within the BIM, the accuracy of dataVas
illustrated in Fig. 1. For instance, in early stages of a
building lifecycle, energy efficiency figures may be rough
estimates which need to be refined in later stages (when
results of detailed simulations become available). This
division into stages allows the tracking of the BIM model
throughout the project. In essence each stage within the
model can be viewed, once it has completed, as a snapshot
of the BIM as it was at that time. This functionality will

enable the use of the governance model as support for
project managers, enabling the creation of reports that can
be used to facilitate design making and ensuring BIM
compliance with standards, whether imposed by legisla-
tion, the client, or internally.

3.3 Multi User Collaboration
Fig. 2 describes the various components that make up a
BIM document. Currently we define five document types
(based on who can access them):

1. private: document only for use of owner;
2. team: document only for use at a team level;
3. finalised: document is finalised for use by other

teams;
4. ClientVdocument is ready for release to client;
5. ArchivedVdocument has reached end of its life-

cycle and no further alterations will be made.

A transaction occurs whenever a relationship between
documents is created by a user [16]. The transaction entity
is generated automatically, whereas the decision entity
enables the user to make explicit the reasons for creating
the relationship. Fig. 2 also shows all the metadata that is
stored, using as a base-line, the Dublin Core metadata
standard. This ensures that all elements defined in this
standard are either provided explicitly within the Docu-
ment object, or implicitly by its relation to data stored in
other related objects within the data model.

3.4 Access Rights, Users, Disciplines, and Roles
In order to enforce a fine grained access control over
documents, we use the concepts of users, disciplines, rights,
and roles within the governance modelVas shown in Fig. 3:

. UsersVA user is a single actor within the system.

. DisciplinesVAn industry recognised specialisation
working on a specific aspect of a project.

Fig. 1. Structure of a BIM.

Fig. 2. BIM document.
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. RightsVThe conceptualisation of a permission to
perform an operation on a document.

. RolesVA grouping of rights that can be applied to
users or entire disciplines.

A detailed diagram of how these access rights are imple-
mented is shown in Fig. 3. This figure shows that for maximum
flexibility a right can not only be applied to an individual
document, but also to all documents in a BIM and all docu-
ments within a stage of the project. Additionally, the func-
tionality to allow role aggregation is present, allowing roles
to be combined.

The access rights identified in Fig. 3 are implemented
using a discretionary policy language within our system.
Hence, access to particular documents is based on a policy
which includes a Subject, a Target, an Action, a Role, a Rule,
a Condition and a Variable. A Subject refers to an entity
which must interact with the cloud system. In a discretion-
ary policy of this kind, each accessible Object has an
associated possessor who exercises primary control over
the Object. The controls are discretionary in the sense that a
Subject with access permission on an object can delegate
that permission to any other subject This entity can be one
or more human users or another system. Hence, a Subject
must have associated permissions to act upon a TargetVi.e.,
the entity on which an Action is performed by a Subject. An
Action is the operation (view, create, delete, or change
document) that Subject is authorised to invoke on one or
more Target(s). A Role is a set of policy Rules that apply to a
single Subject domain. Each Role is associated with a set of
norms (i.e., permissions, obligations and prohibitions). An
object can play several Roles simultaneously and so it
inherits the union of the norms associated with each Role it
plays. A Rule is a statement which combines four concepts
of the policy language: Subject, Condition, Action, Target.
One or more Rules create a system’s Role. Conditions are op-
tional, enabling use of both conditional and unconditional
norms. For instance, access to a document may be uncondi-
tional or based on a time constraintVsuch as time limited
access to a document, permitted only between 08:00 and 20:00.
Conditions are therefore restrictions that define if the Subject
is permitted to do its desired action. A Variable refers to a
specific component or feature of the system. For example the
bandwidth or throughput can be considered as a variable.
Each variable has two attributes (name and data type).

The CometCloud policy language supports all the data
types which are supported by the XML Schema and these
are: string, integer, floating point number (double), date,
time, Boolean, URI, hexBinary, base64-Binary, dayTime-
Duration, yearMonthDuration. For example if a Variable is
Boolean type then the increment of the variable is not a
validate operation.

4 CONCEPTUAL ARCHITECTURE & POLICY
DESCRIPTIONS

A proof of concept prototype, called CloudBIM, has been
constructed using the Master/Worker programming model
supported by CometCloud. The prototype supports a multi-
actor project, with several different organisations participat-
ing, each providing a set of workstations which connect to a
master node. To a user it appears as if this master provides
the data for the entire BIM, whereas in reality the data is
distributed amongst the workers. The master nodes do not
store data, but they are responsible for integrating with the
workers in the cloud by way of queries.

The architecture illustrated in Fig. 4 describes how the
master and worker capability is integrated into existing
software, such as Autodesk Revit [28] (used widely in the
AEC domain). In this three layer model the application

Fig. 3. Implementation of users, disciplines, and roles.

Fig. 4. CloudBIM architecture.
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plugin for Google sketch up communicates with the
master nodeVeither by explicitly requesting a document
by URI or querying the governance model. The master
node then communicates with the worker nodes that
actually store the data and enforce the rules set by the
governance model.

The master node also acts as a security gateway enabling
access to resources within the cloud based on the concepts
described in Sections 3.3 and 3.4. Each gateway contains a
policy, developed as rules, which indicate which user
(based on their discipline, associated rights and roles) can
access which document(s). In our policy descriptions, users
are the Subject of our system, the Documents are the Target,
and the desired actions (read, write, change suitability, etc.)
a user wants to perform on the documents are the system’s
Actions which are governed by Rules and Conditions.

From the user’s perspective there is also metadata,
referred to as an Authorisation Token which keeps
information about a user’s identity and determines the
associated access permissions. The Authorisation Tokens
reside in the Master node and provide information such as
the Discipline and Team a user belongs to, user’s ID etc.

The policy rules of CloudBIM are presented below
according to these concepts. For instance, consider the
following scenarios:

1. A User is permitted to: Create a PRIVATE docu-
ment, Delete/Read/Write a PRIVATE document
created by him, Read/Write a document set to
TEAM and the user belongs to this Team, Read a
document set to FINALISED and the user belongs
to the same Discipline, Read any document set to
FINALISED, Change document from USER to
TEAM for a PRIVATE document created by him.

2. The Team Supervisor is one level above the user and
has the authority to manage the team’s users. Such a
user is permitted to: do anything a User can do,
Delete a PRIVATE document created by the team’s
users, Create/Delete a TEAM document, Change
document from PRIVATE or TEAM to FINALISED.

3. The Discipline Supervisor is one level above the
Team Supervisor and manage users associated with
a discipline. They can: do anything a Team Super-
visor can do, delete a TEAM document created by
the discipline’s Team supervisor, Create/Delete a
FINALISED document of the discipline, Change
document from PRIVATE or TEAM or FINALISED
to ARCHIVED.

Each worker holds a portion of the governance model
along with a subset of all the actual document data within
the BIM as shown in Fig. 4. A worker is responsible for
storing this data and for validating that the user has access
to modify the data by checking their access rights. The
distributed architecture and use of CometCloud ensures
that all data is replicated across the workers, meaning that
there is always more than one copy of each document,
allowing resilience if workers go off-line.

When the CloudBIM system is initialised a set number of
workers are launched, but additional workers can be
started by the Master node as required, i.e. due to
congestion or failure of worker nodes. This ability to
dynamically initialise additional worker nodes does,
however, mean that synchronisation is required to ensure
that all BIM documents are sufficiently replicated across
the cloud system.

5 CLOUD IMPLEMENTATION & EVALUATION

Our implementation strategy focused on two possible uses
of the governance model:

. as a capability that could be integrated into a custom
user interface implemented for a specific project;

. as a capability integrated within existing software as
a plug-in (such as existing CAD systems like
Autodesk Revit [28] or Google sketchup [21]).

Both of these are demonstrated in this section and
implemented as a set of queries. The prototype CloudBIM
query language is specified in Fig. 5 in Extended Bachus
Naur Form (EBNF) notation. For the sake of brevity the
terms ID (a unique ID) and VALUE (a string) are not
defined, also omitted are commands used to authenticate a
user.

The CloudBIM query language defines six key com-
mands: get, add, delete, update, adddoc, and fetchdoc. These
commands allow the manipulation of objects within the
governance model, however it should be noted that not all
objects are able to be directly manipulated by users, some
are created/updated as a side effect of other queries i.e.,
specifying the relationship of a new document will lead to
the automatic creation of Relationship and Transaction
objects as necessary by using data supplied in the adddoc
command.

The adddoc and fetchdoc commands separate the upload-
ing and downloading of documents from the CloudBIM

Fig. 5. EBNF definition of CloudBIM query language.
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system from the manipulation of the objects within the
governance model.

Additionally, it is worth noting that the fetchdoc
command can be used to return either all matching
documents (not always desirable) or just the first match.

The current prototype makes use of Google sketchup
[21] to display a 3D BIM model and can export this to
Autodesk Revit [28]. As outlined in the conceptual
architecture in Section 4, the workers may also be used to
launch external simulations (in batch mode), the outcome
of which are also stored in documents, access to which is
then based on our governance model. This enables
integration of third-party executable software, in addition
to static documents that have been pre-generated and
stored in CometCloud.

Fig. 7 shows how the gateway (coordinating access to
CometCloud) is used to submit tasks (using the in, out, and
rd operations). A task is submitted as a tuple to
CometSpace, where workers then match this task to their
own capability. When a tuple matches the capability of a

worker, it is removed from CometSpace and managed by
that worker.

Results are returned back directly to the gateway,
which forwards it to the requesting application (subject to
access rights identified in the governance model). The
gateway therefore acts as a Policy Decision Point and the
worker as a Policy Enforcement PointVaccording to the IETF
model [49].

In Fig. 7 we show a single gatewayVhowever, multiple
such nodes can exist to regulate access to documents for a
project (with policy descriptions replicated across all
project related gateways)Vas described in Section 4.

Each query processed by the master is converted into
one tuple that is then placed into CometSpace. In the
following paragraphs we discuss two examples to illustrate
query execution.

Fig. 6 shows how a query that fetches, updates or
removes data from the CloudBIM system is executed. In
this case the query along with an authorisation token to
prove the user’s identity is inserted into CometSpace. This

Fig. 6. Querying CloudBIM.

Fig. 7. Adding data to CloudBIM.
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tuple is then read by each worker in the system, which will
process it, returning any results to the Master. Once the
Master receives sufficient replies, it will collate them,
return the collated result set to the user and then remove
the task from CometSpace.

The second type of query, illustrated in Fig. 7, involves
adding data to the CloudBIM system. These queries must
ensure that the data is duplicated across the cloud. In this
case, when the Master receives the data from the user it will
cache the data, so no delays occur for the user while
duplication takes place. The query is now inserted into the
CometSpace. Once the tuple representing the query has
been added into CometSpace available workers will read it
and reply to the master with an offer to store the data. The
master will then select an appropriate number of workers
and duplicate the data to these workers. In terms of the
authorisation token, in this case, it is used to determine
who can request data from the Master to duplicate it
locally. This is checked using the policy held by the Master
for each user requesting access to CometSpace.

5.1 Matching Building Artefacts to Appropriate
Workers

One of the key concerns when designing the CloudBIM
system is that of performance, for users in the AEC sector it
is important to allow BIM artefacts to be stored as ‘‘close’’
to the user as possible. To this end the worker nodes, when
data is added to the system as shown in Fig. 7, also take into
account the domain of the user concerned.

In order to do this each node is given a weighting during
its initial configuration. This weighting applies to certain
domains and affects the selection of the node to store the
artefacts. When (as shown in Fig. 7) the worker replies with
an offer to store a BIM artefact, the master will make a
decision based on the weights of the workers that have
replied. More specificially the process that is followed by a
worker is:

1. Worker reads tuple from CometSpace.
2. Worker determines if it is currently able to store the

data.

3. If it is then it uses the authorisation token to
determine the domain of the user and artefact.

4. Worker returns to the master an offer to store the
data containing the weighting to be used.

It should be noted however, that even if a worker has a
high weighting for a specific domain, then it is still possible
that the worker could not reply because, for example, it
currently has no storage space available.

5.2 Fault Tolerance
The CloudBIM system also has mechanisms for fault
tolerance and the ability to expand its pool of workers as
required. This is an essential property to provide within a
governance model to ensure availability of content.

CometSpace consists of a pool of resources/machines
running the CometCloud overlay. When the CloudBIM
system is launched a set of workers, defined by IP
addresses in a configuration file, are initialised using
nodes from this pool. If a worker fails, the procedure
outlined in Fig. 8 is followed.

This procedure is that, when a query is issued, the
Master node will count the number of workers that process
the query and if a single worker repeatedly fails to respond
within a certain time frame (the number of failures and the
time-out value are configurable), then the worker is
considered to have failed. While this is taking place user
requests are still being processed because BIM data will

Fig. 8. Fault tolerance in CloudBIM.

TABLE 1
Project Documents
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still be available from other workers in the system (due to
data duplication). Only in the case of multiple simulta-
neous failures would users be unable to retrieve data.

In cases where a worker (or set of workers) lose
connection for a long period of time (a timeout value set
by an administrator) the data on the worker is removed.
This means, that when a worker that has been offline for a
long period of time re-connects, it can retrieve a new set of
data from other workers in the CloudBIM system, remov-
ing the risk of any invalid (outdated or deleted) data from
becoming available to users.

Once a worker has failed, it is removed from the current
list of workers and a new worker is added from the pool by
communicating with the CometCloud overlay that will be
running on the target node. Once this is done, the
CometCloud overlay must then be restarted to enable
correct routing of messages to the new worker. Once this
has taken place, the new worker will have joined Comet-
Space but synchronisation may be needed to ensure that
there is sufficient duplication of BIM data. This entire
process takes place transparently to the user.

A similar situation is when a new worker needs to be
added to the system to improve system throughputVin
this case a similar process is followed: the new worker is
initialised from the pool of resources and the CometCloud
overlay is restarted.

6 PROTOTYPE VALIDATION

Initial validation of the CloudBIM concept, its associated
data model and security policy is carried out in two ways.
The first involves describing the prototype using a number
of use cases supplied by our construction project manage-
ment industry partnerVinvolving the development of a
specialist user interface in Java and integration with Google
sketchup. The second, described in Section 6.1, involves
carrying our a performance analysis of using the operations
in our query language and the fault tolerance capability
described in Section 5.

In the use cases, it is assumed that the project follows the
RIBA project stages [32] and these stages will make up the
project lifecycle. We consider a number of actors in the
system, each assigned to one of three disciplines: Architect,
Project Manager and Structural Engineer. To these users
and disciplines, roles will be assigned granting each entity
a set of rights on the abstract documents (as described in
Section 3.4) within the CloudBIM system, which are shown
in Table 1. The selection of one of these documents allows
the user to directly visualise its contents, either consisting
of a single file or a multi-object BIM document. A high level
summary of these access rights is shown in Table 2 where a
tick indicates that access rights have been granted and a
cross indicates that no access is permitted. Access rights in
the demonstrator are granted at a document level, however
these also apply on an object level, assuming that all objects
within a given model inherit the same rights. Hence, the
BIM project will involve objects at different levels of
granularity with attached stage-based access policies.

The early phases of design work on a project will be
conducted by the Architect and the Project Management
disciplines. A series of documents, each detailing different
design artefacts will be created by the architect. When an
initial version of the design has reached a satisfactory
completeness, the architect will review it and set its
suitability to allow the other disciplines to utilise it. Fig. 9
shows how the prototype can model the versioning

TABLE 2
Project Access Rights

Fig. 9. CloudBIM prototype.
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relationships in the architectural model and the metadata
that is stored about each version of the document. It also
shows how the process of the BIM project is illustrated,
with the RIBA project stages presented as tabs, these tabs
are then highlighted (in a pre-defined colour) to signify
which stages of the project have been completed. Currently
architectural documents are added to and removed from
the system by the use of a plug-in developed for Google
Sketchup as shown in Fig. 9.

Once the document type of the architect’s model has
been changed the structural engineer can then view and
create a model which can then be worked on concurrently
with the architectural model. A structural engineer can
therefore see documents from their own discipline and the
architectural model (because its suitability type is set to
finalised). The concurrent relationship and the metadata
stored regarding the relationship between the architectural
model and the structural analysis model is shown in
Fig. 10.

From Table 2 we observe that the project management
discipline has access to all of the documents that currently
exist within the system, and this is used to create another
derived document from the architectural model. This is
shown in Fig. 11.

In this section we have illustrated how the CloudBIM
prototype is able to present the information stored in the
governance model to the user and provide them with an
accessible interface to the CloudBIM system. The Cloud-
BIM prototype itself is only loosely coupled with the
CloudBIM system, interacting only via the query language
described in Section 5. This has allowed us to implement
the client as a Java plug-in for Google Sketchup. This ability
to develop clients solely based on the query language is

important as it becomes far simpler to develop clients for
other industry standard tools, such as Autodesk Revit [28] or
even develop browser or mobile device-based applications.

6.1 Performance Results
In addition to evaluating the system qualitatively against
the requirements defined by the AEC industry, we also
evaluated the performance of the system. As part of this
evaluation we collected performance data for recovering
from worker failure, adding of new workers and BIM
document upload/download.

The test system that these results were gathered on
consists of four virtual machines. One acting as a client
(running Windows XP), a second as the Master (running
Fedora Core 15) and the final two as Workers (running
CentOS). The client, master and workers were all connected
to the campus network at a speed of 100 MBit/s, but were
running in separate locations across the campus on different
subnets. However, as will be discussed later, the client and
the master were running on machines in the same building,
but the workers were located in a different facility, this has
had an impact on the performance results.

Table 3 shows the time taken for the system to recover
after a single worker has failed, measured from when the
Master node has flagged that the worker has failed until the
system is restored with a new worker. This measurement
does not include the time for any synchronisation of
document data. Table 3 also shows the time taken for new
workers to be added to the system, measured from when
the add worker command is issued until the system is fully
restored with the new functional worker. Our results show
that the runtime of each of these tasks is very similar and,
more importantly, the process is relatively fast. Recovering
from worker failure and the runtime for adding new
workers represent similar processes. Adding multiple
workers does not significantly increase the overall deploy-
ment time.

Table 4 shows the performance of uploading data to the
CloudBIM system. In this table, the governance overhead is
the time taken to add the document to the governance
model and validate the user’s access rights. The upload
time is the time taken for the client to upload the document
to the master node and the duplication time is the time

Fig. 10. CloudBIM prototypeVconcurrent relationship.

Fig. 11. CloudBIM prototypeVincreased access priviledges.

TABLE 3
Performance of Failure Tolerance and Addition of New Workers

TABLE 4
Document Upload Performance
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taken for the master to duplicate the data to the appropriate
worker nodes. This means that from a user’s perspective
the actual upload time is Governance Overhead + Upload
Time. From the results in Table 4 we can see that on average
the system is achieving approximately 10 MByte/s upload
speed, which is very promising performance. The dupli-
cation time speeds are slower because the duplication
factor for these experiments was two, meaning that each
document has to be transmitted to two workers.

Table 5 shows the speed achieved for downloading BIM
data from the CloudBIM system. Here, as in the previous
table, the governance model overhead represents the time
taken to locate the document and validate the user’s access
rights to that document. The results show that the
download speed from the CloudBIM system is slower
than its upload speed at approximately 7.5 MByte/s. The
probable cause of this is a slower network connection
between the master and workers compared to the connec-
tion between the client and the master. This is an issue only
when downloading a document, as it must be accessed
directly from a worker, whereas when uploading a
document is directly uploaded to the master and distrib-
uted to the workers from the master.

A final set of tests have been conducted to further
ascertain the overhead of the governance model and that
due to the distributed nature of CometCloud. Multiple
simultaneous connections were established to the Cloud-
BIM system and the average governance overhead is
shown in Table 6. The request issued to the CloudBIM
system was a document lookup query and the governance
overhead is the time taken from when the client issues the
query until it received back the URI to the documentVit
should be stressed that these times do not include the time
needed to download the data file.

The figures in Table 6 are very encouraging, as we can see
that, unsurprisingly, although the governance overhead
does increase under load, it increases at below a linear rate.
This demonstrates that our governance model implementa-
tion and CometCloud itself is able to scale to deal with
higher levels of load. We can have additional confidence in
the ability of our system to scale as it is built using the
CometCloud framework which, as we have mentioned in
Section 2.2, has been demonstrated to be highly scalable.

In this section we have described the performance of the
CloudBIM system for several different scenarios. The
results shown here are promising: the CloudBIM system
is able to recover from single worker failure or can add
multiple new workers in under 4 seconds. When uploading
BIM data it can achieve an upload speed of approximately
10 MByte/s and a download speed of 7.5 MByte/s. More
importantly the results in this section have also shown that
the overhead of using the governance model to manage

access to the BIM data is less than two seconds per query
and we have also shown that the overhead scales at below a
linear level when increasingly large numbers of nodes
issue simultaneous queries.

7 CONCLUSION

Many AEC projects involve multiple, distributed partici-
pants who need to share and use data. Such data and the
associated processes involved in manipulating the data, are
increasingly being represented using the Building Infor-
mation Model (BIM). Such data is often fragmented across
disk drives and local storage resources of various partici-
pants involved in an AEC project. Cloud computing
provides a more consolidated storage capability for such
data, in addition to the ability to preserve and archive this
data after the completion of a building for use by others
over a long time frame.

Two key novel contributions of this work include the
development of a prototype Cloud system that uses a
distributed shared-space abstraction to enable data sharing
in a particular industry sectorVwe believe this provides a
much more seamless integration across different roles
involved in an AEC project, and an access control/
governance model, that utilises the BIM standard (taking
account of disciplines, roles and access rights at different
stages of a building lifecycle), integrated with our Cloud
implementation. We show how our implementation can be
integrated with open source tools such as Google sketchup
and carry out failure and performance tests on the
implementation, demonstrating scalability and fault toler-
ance in our CloudBIM system.

The CloudBIM system has been implemented using the
CometCloud system, enabling the creation of a logically
centralized, but physically distributed (implemented using
a Peer-2-Peer overlay network) data sharing environment.
Access to this environment is implemented through Linda-
like primitives. Our governance model involves the
description of a policy at each access point (moderated
through a Master node), providing varying types of access
to documents within CometCloud (moderated through a
collection of workers). We demonstrate how access to
workers is achieved through a collection of queries, thereby
enabling our governance model to be used via a specialist
user interface or integrated alongside open source (such as
Google sketchup) or proprietary (licenced) software (such
as Autodesk Revit). We validate the governance model
using a scenario provided by our industry partner involved
in the project and also demonstrate the performance

TABLE 5
Document Download Performance

TABLE 6
Governance Overhead
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overheads of using the model. Although the focus of this
paper is on the AEC industry, our governance model and
the associated query interface and the CometCloud-based
implementation can be used in a number of other similar
multi-partner projects in other service-oriented computing
domainsVsuch as Aerospace engineering, Computational
Chemistry, etc.
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